UNIVERSITY OF WASHINGTON MEDICAL CENTER

DEPARTMENT OF PUBLIC SAFETY

PROTECTIVE MEASURES SECURITY AUDIT
Date:





Department: 

Room Number:

Building:

Address:


AUDIT CONDUCTED BY:

ACCOMPANIED BY:

Contacts: 1. 






Telephone: 

     2. 






Telephone:
     
     3. 






Telephone:



 
Administrator:





Telephone:

This facility is primarily used for:. 
Hours of Operation: 
Staff hours:  


DAY SHIFT:

Open:



Close:

No. of Staff
EVENING SHIFT    Open:                                      Close:             No. of Staff
MIDNIGHT SHIFT Open:                                      Close:             No. of Staff

Building hours:
Open: 



Close: 
Are Visiting Hour and Identification requirements clearly posted?
YES     NO

Comments:

PURPOSE AND SCOPE

The purpose and scope of this survey is to review security risk factors at this facility and to recommend actions that will enhance security and reduce risks.

The content of this survey should be kept confidential as the survey may point out “security weaknesses” that could be of great interest to the criminal element.

CONFIDENTIAL
FACTORS THAT MAY CONTRIBUTE TO LOSS POTENTIAL

YES     NO

Is this facility in a high crime area?

Comments:

YES
NO

Is this an Isolated Area?  





    
Comments:
YES
NO

Are all access points visible from patrolled streets or alleys? 
  
Comments:
YES     NO          
Have the local Police Dept. or Precinct been contacted and what is the estimated response time of local police or security?  
Comments:
YES    
NO       
Is access Control in place and used correctly? 
Comments:


YES     NO                 Are staff required to have permission, in writing, from a     department head, Director or Manager to remove any company property?

Comments:
                                                            
Section Summary:
CRIME
YES    NO
Have high dollar and theft prone items been identified by etching an identifier on the item?

Comments:

YES    NO                  Do you routinely notify Public Safety/Security when items are missing or do you just replace them.

Comments:

YES    NO 
Is Public Safety/Security notified in a timely manner when items go missing?

Comments:
YES    NO 

Have there been any crimes of theft in past year?

Comments:
YES    NO

Was it reported to Public Safety/Security? If yes, list report nos.
Comments:
YES
NO

Was is reported to local police? If yes, list report nos.
Comments:
YES    NO 

POLICE/SECURITY REPORT NOS.

Comments:
YES    NO

Have there been any crimes of Burglary in the past year?

Comments:

YES    NO

Was it reported to Public Safety/Security? If yes, list report nos.

Comments:

YES
NO

Was is reported to local police? If yes, list report nos.

Comments:

YES    NO 
NA
POLICE/SECURITY REPORT NOS.

Comments;
YES    NO       NA      POLICE/SECURITY REPORT NOS.

 Comments:
YES
NO

Have there been any other crimes we have not asked about?

Comments:
YES    NO       NA
What was the crime?

Comments:

YES    NO
NA
Was it reported? If yes, who was it reported to?

Comments:
YES    NO
NA
POLICE/SECURITY REPORT NOS.
Comments:
YES   NO    
Have you completed a joint emergency response plan with Police          Agencies that may respond to your location.
Section Summary:

STAFF
YES     NO
Is there a master list of all staff and their emergency contacts located elsewhere so that in the event of a disaster or other event, paramedics, fire and law enforcement may know who may be in the building?

Comments:

YES     NO
Is there a procedure in place to call emergency contacts or the individual’s cell phone to determine if they are in the building or not? 

Comments:
YES     NO

 Do staff members enter and close using a buddy system?

YES     NO
Has staff been trained on what CODE SILVER is and what they should do when they hear it.

Comments:

YES NO  
Has staff been trained when and how to contact Public Safety for walkthroughs or for assistance with patients, visitors or other staff members who are exhibiting inappropriate behavior?

Comments:

Staff should be encouraged to enter and exit using the buddy system. Some companies have one person enter check and clear the area for intruders in bathrooms, storage rooms, etc., and then give the all clear for the rest of staff to enter. Upon closing, the last person out checks and clears the area for someone hiding in storage areas, bathrooms, etc. while another staff member waits in their car to ensure that the last person gets out safely. If either clearing procedure is not done within a specified time limit or an incorrect all clear signal is given the person waiting calls 9-1-1 for assistance.


Section Summary:
WORKPLACE VIOLENCE

YES
NO

Have there been Workplace Violence Issues in the past?                                                                                     Comments:

YES    NO
Do any of the employees have Orders of Protection against someone?  
Comments:
If yes list actions taken to mitigate potential dangers to the employee, co-workers and Patients in the section summary or by attaching a separate sheet.

If yes, 


Who? ________________________________________________




                              (name)                                         (age)                     (Description)




Why?  ____________________________________________
Comments:
YES    NO

Have there been any crimes of Stalking in the past year?

Comments:

YES    NO

Was it reported? If yes, who was it reported to?

Comments:

YES
NO

POLICE/SECURITY REPORT NOS.

Comments:
YES    NO

Have there been any crimes of Assault/WPV in the past year?

Comments:
YES
NO

Was it reported? If yes, who was it reported to?

Comments:
YES    NO                    Has safe Campus been notified?

Comments:

YES    NO                    Has Human Resources been notified?

Comments:

YES    NO

 Has Risk Management been notified?

Comments:

YES    NO
Has the Appropriate Department Head, Director or Manager been notified?

YES     NO

When appropriate has Patient Relations been notified?

Comments:
Section Summary:
CLOSED CIRCUIT TELEVISION/CAMERAS
YES    NO                  Has the use of CCTV for this area been discussed?
Comments:
YES     NO   
Are Closed Circuit Television Cameras in use correctly placed?   
Comments:
YES     NO      NA
Are CCTV Cameras Pan, Zoom, Tilt, (PZT) capable?  

        
Comments:
YES     NO
NA
Are CCTV monitors taped?  Yes ___  No ___  Monitored? 

      
Comments:
YES     NO
Does this area contain Sensitive or Confidential records IE: Patient or employee files?  
Comments:

YES     NO
Does this area have pharmaceuticals or cash deposits that cause a higher level of concern?

Comments: 
List other safeguards: 
Comments:

Section Summary:

ATTRACTIVE TARGETS
YES     NO
Does this area contain high value property that would be considered attractive targets for the common thief (televisions, computers, medical equipment, etc.)?      

                                   
If yes, what? 

There are the standard pieces of office equipment.

Comments:

YES     NO
Is there a current inventory of these items including serial numbers?                     

 

I would suggest an inventory form be introduced and all items be listed on it. New items be listed as they are purchased and discarded items be inventoried out.
Comments:
YES     NO
Have these items been indelibly marked or etched to identify them as UWMC property?   

It is suggested that high dollar equipment be etched with the Organization and department name and phone number. In the event of a theft it would be easier for police to identify the owner. We are also checking with IT services to see if marking computer equipment is okay.

Comments:

YES     NO    
Is equipment locked down where appropriate? 
Comments:


                                                                        
YES    NO 
Are Staff issued and wearing Photo ID’s, displayed above the waist for easy viewing, without any pins, stickers, etc. defacing  the name or photo?   



          
Comments:

YES    NO
Does supervisory staff take a proactive stance on the wearing of the photo ID?

Comments:

YES    NO
Are offices closed and locked when occupant is not in the area?
Comments:

YES     NO 
Are purses and other valuables stored in locked cabinets not under desks or on floors?
Comments:

Section Summary:
CASH AND CREDIT CARD RECEIPTS

YES    NO    

Are cash and credit cards processed in this area?

Comments:

YES  
NO

Are registers and counting areas monitored by CCTV?

Comments:
YES
NO

Are frequent cash drops or cash pick ups made?

Comments:

YES     NO      
Are cash drops or cash pick ups made at irregular hours so that patterns are not established?
Comments:

YES     NO      
Is cash moved in something other than a “bank” or other obvious money bag?

Comments:

YES      NO

Is cash picked up and taken to the bank by armored car personnel?

Comments:
YES      NO

Are credit card receipts kept under lock and key?

Comments:

YES      NO     
Are all cash and credit card receipts and bank deposits counted and verified under duel control?
Comments:

YES     NO

Are ATM machines monitored by CCTV?

Comments:
Section Summary:
ACCESS MANAGEMENT/KEY CONTROL

YES     NO
Is there a written and consistently enforced key management policy?

Comments:

YES
 NO
            Is there a record of all keys issued, particularly master keys?     
Comments:                                    
YES     NO
Is there an enforced policy against unauthorized duplication of keys?  

Comments:
YES     NO

Are loss or theft of keys promptly reported? 
Comments:
YES     NO

Are periodic key audits conducted? 
Comments:
YES     NO
Is there an adequate key recovery policy when employees retire, resign or are discharged?   
Comments:      
YES
 NO

Are duplicate keys stored in a secure location?  
Comments:
YES     NO

Is there clear responsibility for key issuance and accountability?  
Comments:
Section Summary:
CEILING CONSTRUCTION

YES
NO

Are there suspended ceilings with removable panels? 

Comments:

YES    NO     
Do walls of hallways, offices, storage areas, etc., rise completely to the sub-floor of the second floor or roof so entry cannot be achieved by climbing over the wall?
Comments:
YES     NO     
Are there suspended ceilings in restrooms or other secluded places where an intruder can climb above it and remain after closing hours?   

Comments:
YES     NO

Has mesh wire been placed over the tiles of suspended ceilings?  
Comments:
YES     NO

Have the tiles of suspended ceilings been glued in place?  
Comments:
Section Summary:

INTERIOR LIGHTING
YES
 NO

Is interior lighting, particularly in high risk areas, adequate? 

YES     NO
Is there an auxiliary (emergency) power source for interior lighting, particularly in patient care and waiting areas, hallways, restrooms and other common areas? 
YES     NO
Is interior security lighting controlled by a timer rather than a walls switch?  
Section Summary:

INTERIOR DOORS

YES      NO

Are interior doors sturdy and resistant to forced entry?  

Comments:

YES      NO

Are interior door hinge pins located on the inside?   

 Comments:

YES     NO
If door hinge pins are on the outside have they been rendered non-removable? 
Comments:

YES
NO

Does each interior door have a working locking device?  
Comments:
YES
NO

Do all interior doors fit snugly within their frames?   
Comments:                                    
Section Summary:
PARKING AREAS

YES    NO
Is it possible for employees to remove property from the building and place it in their motor vehicle without being detected?       

Comments:

YES
NO

Are parking lots and decks conducive to patrol observation?                    

Comments:
YES    NO

Are parking lots and decks monitored by closed circuit television?            

Comments:
YES    NO
Are those parked in employee parking required to register their vehicles and display a parking permit?       

Comments:
Section Summary:

MECHANICAL EQUIPMENT ROOMS

YES    NO

Is the access to mechanical rooms adequately controlled?  

Comments:
YES
NO

Are all gas, water, sprinkler and other valves securely locked?  
Comments:
YES
NO

Are large electrical switches padlocked?  
Comments:
YES    NO
Is it possible to gain access to and introduce an agent, such as anthrax, etc., into the air conditioning or venting systems?   

Comments:
YES    NO
Is there mechanical equipment such as cooling towers, large fans, etc. that generates sound of sufficient levels to cover the sounds of forced intrusion? 
        
Comments:
Section Summary:
EXTERIOR SURVEY

YES    NO
Is there a fence around the facility or a clear definition of territoriality?  

Comments:

YES    NO     

If yes is it in good repair?
Comments:
YES    NO
Are the areas between buildings, fences, etc. clean of weeds, trash and debris?   

Comments:

YES    NO
Is stock or equipment allowed to accumulate or be piled near the building?  

Comments:
YES     NO     
Are shrubs and bushes located within four (4) feet of any sidewalks, driveways, loading docks, doors and gates maintained at a height of not more than two (2) feet?

Comments:
YES     NO     
Are ground plants under first story windows maintained at a height below the window sill?    

Comments:
YES     NO     
Are trees trimmed so that lower branches are more than six (6) feet off the ground?
Comments:      
Section Summary
EXTERIOR LIGHTING
YES
NO

Are building entrances sufficiently illuminated? 


       
Comments:

YES    NO

Are all sides of the building illuminated? 



        
Comments:

YES
NO

Are all exterior lights controlled by photocell? 


        
Comments:                                    

YES    NO
Is the parking lot sufficiently lighted with no dark or shadowed spots? 
Comments:

YES    NO 
Is there a clear understanding of who is responsible for reporting lighting malfunctions and who will repair them?
Comments:

YES     NO
Are lighting fixture protective lenses vandal resistant?
 
Comments:
YES     NO

Is exterior lighting evenly distributed? 



      
Comments:
YES     NO
Can low mounted lighting be compromised by simply unscrewing a bulb?
Comments:
Section Summary:

LOADING DOCKS

YES
NO

Are loading docks monitored by CCTV?
Comments:
YES
NO

Are supplies left on pallets unattended on the loading dock?

Comments:
YES
NO

Are overhead doors closed and secured when no one is present?

Comments:
YES
NO

Are other access doors closed and locked when no on is present?

Comments:

YES
NO

Is lighting adequate to deter night time prowling?

YES
NO
           Are doors alarmed?

Comments:
YES
NO

Are NO TRESPASSING, NO LOITERING SIGNS POSTED?
Comments:

Section Summary:
BUILDING EXTERIOR
YES    NO   
Are fire escapes and exits designed so they are difficult to enter from the outside?
Comments:
YES    NO     
Can access be gained to the roof or upper level windows by climbing up downspouts or other building attachments?    
Comments:

YES    NO    
Are there trees of height and proximity that an intruder may climb them and gain access to the roof or upper level windows?  

Comments:

YES    NO     
Are telephone and power lines located high enough that they are not easily accessible?     
Comments:
YES    NO
Are there manholes an intruder could open and gain access to the building? 

Comments:
YES    NO     UNK
Are there unprotected skylights that could provide access to the building?
Comments:
YES    NO
Are rubbish or trash container areas fenced and locked with a supervisor having access?     
Comments:
YES    NO

Are random spot checks of outgoing trash made?  


           
It is suggested that supervisors do occasional checks of outgoing trash containers. It is surprising what can go out the door.
Comments:
YES   
NO
 
Does housekeeping staff have access to the areas after lock up?             
The practice of allowing housekeeping staff in critical areas after staff has departed for the day has always been a concern for security. It is recommended that whenever possible housekeeping staff be asked to clean during the early morning hours when the first staff members come in, at the close of the day just before the last staff members depart for the day or that someone be designated to work during the hours that housekeeping staff is in the area.



Comments:
YES    NO

Are they supervised or monitored by UWMC staff?  



See above.

        
Comments:
YES    
NO

Does this present a potential HIPPA situation?  


        
Comments:

YES
NO

Are fan openings and ventilator shafts adequately secured?   
Comments:

YES    NO

Can access into the building be gained from an adjacent building?
Section Summary:
EXTERIOR DOORS

YES     NO

Are all exterior doors sturdy and resistant to forced entry?  

      
Comments:
YES     NO

Are door hinge pins located on the inside?   



      
Comments:
YES     NO    
If door hinge pins are on the outside, have they been rendered non-removable? 
Comments:

YES
NO

Are door frames well constructed and in good condition?                      
Comments:
YES
NO

Do all exterior doors fit tightly within their door frames?                      
Comments:

YES    NO     
Do solid exterior doors have wide angle (180o) mirrored door viewers?  

Comments:
YES    NO      
Are doors with glass within 40” of the lock equipped with double cylinder dead bolts?        

Comments:
YES
NO

Do all exterior door locks work smoothly?  



      
Comments:
YES    NO     
If door panic hardware is used, can the bar be pulled from the exterior with a stiff wire or coat hanger?     
Comments:
YES    NO

Can an exterior door lock be “slipped” with a credit card?  

       
Comments:                                    
YES
NO

Are unused exterior doors properly secured?  


       
Comments:
YES    NO    
Are unused windows permanently sealed or protected by bars or grillwork?  

Comments:
YES    NO
Are windows that open within 14 feet of the ground protected with bars, grills or other protective coverings?    
Comments:

YES    NO     

Do all exterior windows have adequate locks and/or pinned?  
        
 Comments:

YES    NO     
Are all vents and similar openings having a gross area of one square foot or more, secured with protective coverings?      
YES     NO     
Are all windows within 14 feet of the ground not secured with a protective covering or protected by an alarm system, kept locked?          
Comments:
YES     NO
Are windows protected by an alarm system activated and turned on?  

Comments:
YES     NO

Do doors that are secured with a deadbolt lock have:

· A Throw at least 1½  inches long?

· Are doors either metal or equipped with a door sleeve to prevent the door from breaking at the lock if assaulted? 

· Are door frames metal?

· If frames are of wood are strike plate screws 4 to 5 inches long?

Section Summary:
Yes ___ No ___
Would you like a Personal Safety Program, De-escalation Techniques, Management of Aggressive Behavior (MOAB), Patient Property Handling, Evidence handling, Riding the Bus, Driving or Walking Crime Prevention programs or other Security and Safety programs or training? 

Please contact the Public Safety Program Manager at 598-2154 or the Director of Public Safety at 598-6811 to schedule an event for your staff.
                                    Date:_________ Time:_______ AM/PM                                       




Coordinator: _____________________ Tel: __________________

                                    Location: ___________________________________ Rm #:___

Additional comments/concerns:
While we tried to be as thorough as possible when conducting the security audit it is highly likely that something was missed. You know your facility and you will recognize who and what are out of place or suspicious much sooner than an outsider.

We would like to set an appointment to come back and speak with you and your property manager, administrator and whoever you deem is important to review this report to discuss the findings and possible avenues of action.
This report is to help you reduce risk and enhance security at your facility. Remember, it has some items in it that others may find very interesting so handle as confidential.

Audit Conducted By: _______________________________
Thank you for your interest in assisting us in improving Safety and Security for our facility. Please do not hesitate to call on me.

Warren W. Walls, Director

UWMC Public Safety Department 
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